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1. Purpose

The purpose of this document is to define the Standard SLA that Phonovation Limited can provide to

its clients.

2. Period
Day of Week Hour
Monday 09:00-17:30
Tuesday 09:00-17:30
Wednesday 09:00-17:30
Thursday 09:00-17:30
Friday 09:00-17:30
Saturday Closed
Sunday Closed

* excluding Irish Bank Holidays and Phonovation Ltd Holidays

3. Contact Details
Email Phone
support@phonovation.com 0818 217100

4. Logging a Service Desk Request

The Phonovation Service Desk attempts to resolve Incidents and Service Requests as quickly and
efficiently as possible. In order to facilitate this, the client is requested to provide as much
information as possible to the Service Desk.

4.1. ViaEmail

The email address outlined in 3. Contact Details above shall be monitored during the times outlined
in 2. Period above.

The client will automatically be assigned a Ticket Number. Please use this ticket number for all
correspondence relating to the specific Incident or Service Request. If you are replying to an email from
the Service Desk or if you need to send further information relating to an existing open ticket, please
ensure that the Email Subject line starts with Ticket#<Ticket Number>.

E.g. Ticket#123456.....

The client should ensure that they send a separate email for each incident and/or Service Request
Please DO NOT send any sensitive data in your Email, passwords etc. as this will breach GDPR.
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Initial Email Format

Clients are requested to use the following format for each request

Subject: Service Name — Brief Description of the Service Request or Incident

Body: Detailed Description of the Nature of your query including but not limited to
Service URLs and Username
Examples incl Logs, Timestamps
Screenshots where applicable

Change Required

Sample Email submission with required elements indicated in bold, red italics:

Text Republic / ZinMobi - Cannot Login - Message (HTML)

File Message Insert  Options Format Text Review Help  ©Q Tell me what you want to do

@ @JIZI E @ E E‘E @ F@ rC‘) tg Ea FIE\I l:[n 1+. @link - [E]Text Box~  AZDrop Cap ~ TUEquation ~

D Bookmark Quick Parts - E Date & Time | () Symbol -

Attach Outlook Business Calendar Signature Table Document | Pictures Online Shapes Icons 3D  SmartArt Chart Screenshot ) A=, . -
- B =
Fle~ lem Card~ - - Hem Pictures  ~ Models ~ M s :] Object 3= Horizontal Line
Include Tables Tap llustrations Links Text Symbols ~
To.. suppori@phonovation.com
E Ce..
Send

Subject | Text Republic / ZinMobi - Cannot Login
Hi All

| am not able to login to my account. The account was recently set up and this is my first attempt to login. (More detailed description of the issue) | am trying to login at
https://my.textrepublic.com/Logon.Aspx or https://app.zinmobi.com/Logon.Aspx (Service URL) with the username newaccount@gmail.com (Username). | have attempted to login 3 times between 12:50
and 13:10 today 10/01/2020 (Timestamps). | received the below when attempting to login (Screenshot):

v Logon Failed

Authentication Failed

Please Enter Your Log In Details Below
newacoount@gmail.com

Subsequent Email Format

Clients are requested to use the following format for each request
Subject: Ticket#<Ticket Number>

Body: Detailed relevant information relating to the ticket
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4.2. \ViacCalls

The telephone number outlined in 3. Contact Details above shall be monitored during the times
outlined in 2. Period above.

A 1° Line Service Desk Representative will answer your call and will attempt to resolve your query
whilst on the call. If this is not possible within a reasonable time period, the client’s contact details will
be requested, and the Service Desk Representative will contact the client at a later time with a
resolution or an update on the status of your ticket.

Phonovation shall endeavor to answer every call to the Service Desk number. In the event that your
call goes to voicemail, Phonovation shall respond with the agreed response times below.

In order to assist Phonovation Ltd in resolving your query as efficiently as possible, a client may send
an email containing details of the query and follow up with a call if necessary. If the initial email is not
possible, then a ticket will be created for the client by the 1% Line Representative on the call and the
client may be asked to follow up with relevant details via email.

The client should not communicate any passwords or sensitive information to Phonovation Ltd under
any circumstances as this will breach GDPR.

If the query cannot be resolved by the 1st Line Service Desk Representative, then the ticket will be
escalated to the 2nd Line Support.
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5. Priority Levels

Priority Description

P1 e Total/complete service outage, with no work around, outside of our DIRECT
customer control

P2 e Total/complete service outage, with a workaround available/communicated
to our DIRECT customer
e Total/complete service outage, inside our DIRECT customer control, e.g.
o | moved my server, why is my traffic blocked?
e Partial/degraded service, with no work around, outside of our DIRECT
customer control
e  Our DIRECT customer is facing a degraded/slow/partial service

P3 e Partial/degraded service, with a work around available/communicated to our
DIRECT customer

e Partial/degraded service, with no work around, inside of our DIRECT customer
control

e Request for change that is preventing normal use of system E.g. Password

reset
P4 e Non-service affecting requests, change requests, etc.
P5 e Requests that are non-fulfillable
Bug Fix e An error, flaw or fault in the service
Change e Requests for new features or change to existing features of a product or
Request service
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6. Response and Resolution Times

Priority Response Time Resolution Time

P1 2 hours 8 hours

P2 2 hours 24 Hours

P3 2 hours 48 Hours

P4 2 hours 24 Hours*
*Every effort will be made by the Servicedesk to fulfil P4’s
within 24 hours of the request, in the event of the P4 not
being fulfilled by the Servicedesk the request will be
subject to agreement between Phonovation and the client,
following Phonovation’s Work Prioritisation process.

P5 N/A N/A

Bug Fix N/A Subject to Phonovation’s Work Prioritisation process

Change N/A Subject to Scope, Commercial agreement and

Request Phonovation’s Work Prioritisation process

7. Communications

Phonovation shall include a status update, the remediation steps that are being undertaken and an

‘next update time’ on all outbound emails. Update times per priority level are in the table below.

Priority Update Time

P1 30 minutes until resolution
P2 1 hour until resolution

P3 24 hours until resolution
P4 N/A

P5 N/A
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8. P1 or P2 alerts follow the documented procedure below

RUN SHEET FOR P1 OR P2 OUTAGE

To be completed by every involved staff member
.| o | = |

(T STAFF MENEER NAME

() SERVMCES AFFECTED

() WHAD PAYS U FOR TEE SERVICES

() TICET HUNEER | RAISE THCKET I DTRS 1]

2 RAISE ISSUE WITH: MICK OR ROB OR PEDRO IMMEDIATELYIN By / Who? Time

() | FACETH FACE, OR WINCE CORVERSATIONS OMLY |

() TRIAGE THE INCIDENT LEVEL:

O SEND OUT INTERNAL ALERT !1!

INCLUDE STATWS (PN} SERVICE AFFECTEED (ISMS OWTBOUND), CUSTOMERS AFFECTED {ALL FSMS APT), LOCATION OF FAULT (INTERNAL, EXTERNAL
IENOWN, {SEMD VI WA BLILKSMS. M)

() WHD ARE THE INODENT RESPONSE TEAM MEMBERS? LD OTHER

) RESPOMD TO THE CLIENT DHRECTILY, IF OME RAISED THE ISSUE BOW

3 e T

F I5E 15 WIDER TN SIMGLE CLIENT, DR ISSUE RAISEE 3Y OURSEATS, DISONSS WITH CED, [T, OFS MAMAGER, ACCOUST MARASERS T AGKEE & NOTFICAON
STRATEGY, AIFECTED CLISTOMERS ST AND CONTACT LIST FOR EXTERNAL NOTWICANON, UPBATTS

HOTIFUCATION LIST MEMBERS

0

O NOTIFY THE ABOVE LIST OF AN INCIDENT 1!

(Z) INCIDENT KUMBER

() WORK O IDENTYFING ESSUE (KEEP OTRS UP T DATE AS YOU TAKE ACTIONS]
() WORK O IDENTYFING ROOT CAUSE {KEEP OTRS WP T0 DATE AS YOU TARE ACTIONS)
() LISTREMEDATION STEFS UNDERTAREN FOR WORK ARDUND {LISE SERARATE SHEET FOR DETAILS]

() LIST REMEDATION STEPS WNDERTAKEN FOR ROOT (CMISE FIX (WSE SEPARKTE SHEET FOR DETAILS)

G UPIATES DURING ABOVE STEPS [ MINUTES FROM START) By / Wha? How “
O -
O -6l
O -»
) 13

0 -8

O <66l

O -m

=
() SEND DUT AN INTERNAL ALERT

() SEWD 04O A MOTICE TO THE NOTIFICATION LIST ABOVE
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9. Incident Reports

Phonovation shall agree to provide an Incident Report for P1 and P2 Incidents within 2 working days
of the Incident Resolution. This may be an Interim Fault Report subject to further investigations or
awaiting feedback from 3™ Party Vendors.
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